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educational technology. The potential benefits we appreciate in Internet use are
inseparable from the maximum risks involved. Faced with this responsibility, individuals
demand that their rights and freedoms be guaranteed in the digital environment according
to their various roles as students, teachers, families or staff. This scoping review selects
and analyses 54 theoretical and empirical studies from the last decade (2013-2023),
identifying the main topics investigated as privacy protection in online environments, right
to digital security or cybersecurity, and right to digital education. The review underscores
the need to guide efforts towards digital education for citizens because the legal regulation
of rights and responsibilities is necessary but insufficient. The paper also makes arguments
about acceptance, limitations and implications for teacher training.

Keywords: digital rights; privacy; Internet use; citizenship education; ethics; educational
technology

Derechos y responsabilidad digitales en la educaciéon: Un estudio de alcance
Resumen: Los estudios sobre los derechos digitales en la educaciéon han llamado la
atencion y han proporcionado un marco para la investigacion, la politica y la practica en la
investigacion educativa en el campo de la tecnologia educativa. Los beneficios potenciales
que apreciamos en el uso de Internet son inseparables de los maximos riesgos que
conlleva. Ante esta responsabilidad, las personas exigen que se garanticen sus derechos y
libertades en el entorno digital, ya sea en su papel de alumnos, profesores, familias o
personal. Esta revision de alcance selecciona y analiza 54 estudios tedricos y empiricos de
la dltima década (2013-2023), identificando como principales temas investigados la
proteccion de la privacidad en entornos en linea, el derecho a la seguridad digital o
ciberseguridad y el derecho a la educacién digital. La revisiéon subraya la necesidad de
orientar los esfuerzos hacia la educacion digital de los ciudadanos porque la regulacion
legal de derechos y responsabilidades es necesaria, pero insuficiente. El documento
también presenta argumentos sobre la aceptacion, las limitaciones y las implicaciones para
la formacion del profesorado.

Palabras-clave: derechos digitales; privacidad; uso de Internet; educacién para la
ciudadanfa; ética; tecnologia educativa

Direitos e responsabilidade digitais na educagdo: Um estudo de escopo

Resumo: Os estudos sobre os direitos digitais na educagao ganharam atengio e
forneceram um quadro para a investigagao, a politica e a pratica na investigagao
educacional no dominio da tecnologia educativa. Os beneficios potenciais que apreciamos
na utiliza¢ao da Internet sdo inseparaveis dos riscos maximos envolvidos. Face a esta
responsabilidade, os individuos exigem que os seus direitos e liberdades sejam garantidos
no ambiente digital, quer no seu papel de estudantes, professores, familias ou funcionarios.
Esta revisao de ambito selecciona e analisa 54 estudos tedricos e empiricos da ultima
década (2013-2023), identificando os principais topicos investigados como a prote¢ao da
privacidade em ambientes em linha, o direito a seguranca digital ou ciberseguranc¢a e o
direito a educacao digital. A analise sublinha a necessidade de orientar os esforgos para a
educacio digital dos cidaddos, uma vez que a regulamentacio juridica dos direitos e
responsabilidades ¢ necessaria mas insuficiente. O documento apresenta também
argumentos sobre a aceitagao, as limitagoes e as implicagbes para a formacao de
professores.
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Palavras-chave: direitos digitais; privacidade; utilizagdao da Internet; educagdo para a
cidadania; ética; tecnologia educativa

Digital Rights and Responsibility in Education: A Scoping Review

Whether the Internet supports and safeguards human rights depends not only on
governments, companies and institutions, but on all citizens. Digital education of citizens plays an
essential role in digital rights and responsibility (DD&R). Protecting people's individual and
collective rights and promoting responsible Internet use is key to the United Nations” (UN) 2030
Agenda. The universal objective is to ensure that fundamental rights and freedoms are upheld while
citizens take responsibility for their own safe and responsible Internet use. In a context of
globalisation and digital transformation, digital rights emerge as an extension of the rights included
in the Universal Declaration of Human Rights, as the application of these rights to the online world.
In some countries, public or private organisations have undertaken initiatives to create a Charter of
Digital Rights, as well as global communities such as Ranking Digital Rights. Some form of
regulation and/or legislation to protect personal data or the right to access information on the
Internet exists in more than 120 countries. Supranational organisations such as the European Union
(EU) have agreed on a common framework regarding the right to personal data protection—the
General Data Protection Regulation [GDPR] (2016). The GDPR establishes common guidelines for
data protection and defence of digital rights in EU member states (European Union, 2016).

DD&R must be addressed because, while the Internet pervades almost all aspects of our
lives, its threat to privacy can undermine the benefits of its use (O'Neil, 2001). Privacy has become
an essential social, political, technological and academic issue, and is postulated as an emerging new
right. In educational institutions specifically, tensions with privacy laws and practices are emerging.
A growing number of security incidents in higher education institutions highlight the importance of
confidentiality, integrity and availability of information in universities (Bongiovanni, 2019).

Online privacy is an increasingly important issue, but users/consumers have different levels of
concern (Sheehan, 2002). In education, new ethical dilemmas arise with the use of social networks
for academic purposes, learning analytics (LA), digital security, artificial intelligence (Al) and big
data. The ethical considerations and moral tensions academics, researchers and administrators
experience in LA are topics of specific focus (Lawson et al., 2016). Privacy and data ownership are
increasingly important to everyone, and privacy and ethics concerns are seen as an emerging field of
research (Siemens, 2013). The topic is both timely and necessary, even requiring an idea of data
justice—the fairness of how people are made visible, represented and treated as a result of their
digital data production—to determine ethical pathways through a world of data (Taylor, 2017).
There is thus a need for an overview that explores digital rights studies, such as Internet access,
expression freedom and the right to privacy (Daskal, 2018), as well as digital education for safe,
responsible and ethical Internet use. Such a study must highlight promotion of social responsibility
by engaging institutions, families and citizens.

Background
Digital Rights

The concept of digital rights involves rights that assist citizens in accessing, using, creating
and publishing in digital media, as well as accessing and using computers, other electronic devices
and communications networks. The three terms digital rights, digital citizenship and digital literacy
capture epistemological and ontological frames that theorise and enact (in both policy and everyday
social interactions) how individuals learn to live in digitally mediated societies (Pangrazio & Selwyn,
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2019). The European Declaration on Digital Rights and Principles for the Digital Decade (European
Commission, 2022) provides a framework for citizens and guidance for businesses and policy
makers to put people at the heart of the digital transformation. It advocates solidarity, inclusion and
defence of freedom of choice as core principles. The principles can be grouped into five categories:
freedom rights (data protection, digital identity), equality rights (access gaps, accessibility),
participation and shaping of public space (citizen participation through digital tools, freedom of
expression), work and business environment rights (digital disconnection, corporate digital controls)
and digital rights in specific environments. The latter includes rights involving technological
development and sustainable digital environments, freedom of creation and access to culture or
protection against inequality that may result from Al or data mining, among other issues
(Government of Spain, 2021). LA use is considered especially complex and multifaceted in
education. It raises ethical and legal challenges due to competing stakeholder views and
implementation decisions (West et al., 2020). These debates reflect concerns expressed in studies on
LLA use’s impact on student privacy and autonomy (Buckingham & Ferguson, 2012; Scott &
Nichols, 2017; Slade & Prinsloo, 2013). In any case, there is a need for certain non-technical
solutions to guarantee the ethical and responsible use of people's digital rights. These solutions atre
focused on providing information and education regarding the safe and responsible use of all the
tools that are available to citizens.

Responsibility in Online Environments

In this context, safe, responsible, ethical use of technology is essential; people must be
educated in the development of digital responsibility. Technical issues coexist with issues that
concern the citizen user. Development of technical solutions (procedures and good practices to
identify risks, mechanisms to prevent protection of privacy and personal data, security of networks
and information systems) must clearly be complemented with non-technical solutions that focus on
informing and educating people in safe, responsible use of these tools. They form part of digital
competence, understood as “the understanding and critical, responsible and efficient use of media,
digital tools and digital resources to solve a case or a task and, in a more general meaning, to be a
responsible citizen” (Hatlevik & Tomte, 2014, p. 719). For Choi et al. (2018), one important goal of
education is to develop responsible, digitally active citizens who can make informed decisions in a
web-based, connected society. The solution to the ethical and social problems of technology use is
educating people in the ethical and socially responsible ways of using technology—basically in taking
responsibility for the consequences of their actions and behaving appropriately.

Information Literacy and Digital Competence in Security for Online Risks

We must ask whether young people are digitally competent and use information and
communication technologies (ICT) responsibly (Frau-Meigs et al., 2017); and whether future
teachers are prepared to meet and overcome the challenges of increasing digitisation
(Gudmundsdottir et al., 2020). Technologies have become an important component of initial teacher
education and continuing professional development for in-service teachers. Having
professional digital competence is becoming an essential part of teacher education, a field in which
responsible use of ICT is a key issue (Gudmundsdottir et al., 2020). Teachers’ digital competence
must be enhanced during their initial training to prepare them to overcome the online risks they will
encounter in their studies (Gudmundsdottir & Hatlevik, 2018; Instefjord & Munthe, 2017). Further,
as future teachers, they will have to prepare their students for development of digital competence for
online risks (Choi et al., 2018). In EdTech in particular, the issue of big data raises ethical challenges
about the privacy and security of student data, the role of traditional educational actors-teachers,
parents, school administrators, school boards, state departments of education, and national
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departments of education, as well as the role of new educational actors, particularly online
educational technology and software companies (Regan & Jesse, 2019). Personalized learning
involves the risk of programs that track and sort learners, potentially leading to discriminatory
treatment (Regan & Jesse, 2019) by associating certain outcomes with certain characteristics (e.g.,
offering a specific race-based content), as well as incorporating discriminatory datafication processes
(e.g., only two gender choices) (Jones & Regner, 2016). Such practices create so-called “filter
bubbles” (Pariser, 2011), also known as “echo chambers” (Turow, 2013). To decrease the effect of
online risk, research recommends raising privacy awareness through cooperation with social media
by displaying tips or warnings (Wisniewski et al., 2016; Martin et al., 2018; Wisniewski et al., 2017;
Chugh & Ruhi, 2018; Haffner et al., 2018), but without identifying exactly the causes of poor privacy
management with generic advice (Chen & Wen, 2019). The opportunities the Internet offers in the
information age have been accompanied by new security requirements, which manifest themselves
in different ways: a constantly evolving landscape of IT best practices; new regulatory requirements
for data protection (e.g., the recent General Data Protection Regulation in Europe or the Data
Breach Notification scheme in Australia); and a scenario of new ethical issues that must be
addressed in digital education (Bongiovanni, 2019).

Previous Systematic Reviews

We currently lack comprehensive studies on this subject. No systematic reviews have been
performed of DD&R in education, although some related reviews can be found within systematic
reviews of big data, digital gaps, or digital competence in security, among other areas. Favaretto et al.
(2019) on uses of big data and data mining thus aim to understand the causes and consequences of
discrimination in data mining, identify barriers to fair data mining, and explore possible solutions to
this problem. Scheerder et al. (2017) conduct a systematic review of the determinants of digital gaps,
showing that the third-level digital gap is underexposed. Their main results are that research focuses
primarily on Internet use, and that digital gap research is largely limited to sociodemographic and
socioeconomic factors. The review by Spante et al. (2018) attempts to establish an understanding of
digital literacy and digital competence. The authors identify a variety of definitions in higher
education research and find that this research varies depending on whether the concepts are defined
by policy, by research, or by both; and whether studies address technical skills or social practices.
They recommend research based on critical perspectives (that is, taking development of definitions
of these concepts seriously). Such research is needed to avoid using merely the colloquial meaning of
these concepts, which can lead to incompatible cross-references, and to engage in critical research
on the legitimacy of policy in higher education research. Recently Torres-Hernandez and Gallego-
Arrufat (2022) conducted a systematic review on preservice teachers' digital competence in secutity
to obtain indicators to assess the area of security of teachers' digital competence. Other systematic
reviews conclude that little evidence exists on whether LA improves learning outcomes or is related
to positive effects on student achievement (Viberg et al., 2018).

Conducting the first review of its kind, Bongiovanni (2019) concludes that information
security management in Higher Education (HE) is a very under-researched topic. The studies
reviewed focus primarily on organisational and management issues related to information security.
Only three studies focus primarily on information security culture and awareness (Parsons et al.,
2017; Singh et al., 2013; Siponen et al., 2014). International standards and shared best practices are
another emerging topic. These studies examine information security based on agreed-upon practices
and standards to advance more unexplored topics, such as human factors, perceptions and
behaviours. The essay concludes that significant gaps exist in the literature on information security
management in HE. Future research notes the need to attend to the quality of the studies reviewed
and recommends further analysis in four areas: information security culture, understanding the
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different degrees of awareness of students, researchers, visitors, and staff members, and assessing
and improving information security training; comparative studies on information security
management in HE and other sectors traditionally considered best practices (e.g., banking or
aviation); comparative studies across universities to facilitate dissemination of exemplary cases; and
the economics of information security management to support senior management in budgetary
decisions and resource allocation. Another review of EdTech articles from 2013 to 2017 in faculty-
oriented trade and professional publications reveals that discussion of ethical issues highlights
privacy issues framed almost exclusively in terms of protecting student information from
inappropriate access or secondary use and discussed in terms of compliance with standard fair
information practices (Regan & Jesse, 2019). Due to the lack of scoping reviews on this topic, it has
been decided to conduct this type of review, as the purpose of a scoping review is to identify gaps in
knowledge, define a literature frame, clarify concepts, investigate research patterns, or inform a
systematic review (Munn et al., 2018).

Purpose

There are new ethical dilemmas in education regarding the use of online tools and
programmes for academic purposes that call for research that examines the presence of digital rights
and the promotion of responsibility for safe use of the internet. Based on the foregoing, this study
aims to explore international studies on the presence in the educational field of digital rights and
responsibility on Internet. In this respect, this scoping review seeks to answer the general question:
What studies have been conducted in the field of education that address issues of digital rights and
responsibility on the internet? More specifically, the following specific objectives are to be achieved:

1. To explore the topics and research designs that address DD&R studies in the field

of education.
2. To find out the population sectors involved in the studies and the attitudes of the
participants towards DD&R.

3. To examine the issues related to the acceptance and limitations of the

implementation of DD&R in education and its projection in teacher education.

4. To understand the implications for the improvement of digital education.

Method

This study adheres to the PRISMA (Preferred Reporting Items for Systematic Reviews and
Meta-Analysis) guidelines and recommendations by following the PRISMA-ScR extension for
scoping reviews (Tricco et al., 2018).

Search Strategy

The search was performed in the Web of Science Core Collection - Social Science Citation
Index (SSCI) database by introducing the following keywords in the following search equation:
((TS=(“Digital Rights”)) OR TS=((Responsib* AND “Internet use”))) OR TS=(“Information
security” OR “Data security” OR Privacy OR “Data protection” OR Confidentiality OR “Personnel
data” OR “Digital well-being”) AND TS=(Education OR (“Digital Citizenship” OR “Citizenship
Education”)). The search resulted in a total of 826 records.

Selection Process

The papers found were analysed by the search via identification, screening and eligibility
processes, using the following inclusion criteria: a) only articles; b) whose main purpose was to
analyse digital rights and/or responsibility in Internet use; ¢) with an educational approach; d)
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published from 2013 to 2023; and e) any geographical area, as we aimed to collect as many studies as
possible in order to explore the topic in depth. The only exclusion criteria considered thus belonged
to Life Science Biomedics. The resulting final sample of items in the review consisted of 54 articles

(Figure 1).

Figure 1
Flowchart
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Identification of studies via dabases and registers

The search process was sequenced in two phases—the initial preselection phase, in which
the inclusion criteria were applied by reading the title and abstract; and a second more
comprehensive phase, in which full manuscripts were read. The first screening of title and abstract
yielded 86 articles, eliminating #=6 due to criterion 1, #=321 due to criterion 2, #=325 due to
criterion 3, and #=81 due to criterion 4. In the second phase, the sample consisted of 54 articles, but
32 were eliminated due to criteria 2 (#=18) and 3 (#=14), respectively. The four authors participated
actively in both phases of the review. The process involved preparing a document in the form of a
template, identifying the most relevant characteristics of each item in order to determine its
suitability. Once this part was completed, suitability of the items included was compared until 100%
agreement was reached among all the researchers.
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Data Extraction

Table 1 (See Appendix) shows the most relevant identifying data in the articles that compose
this review sample. These data are: a) author and year), b) purpose of the study, ¢) population, d)
sample, e) instruments and f) DD&R indicators.

Results and Discussion

This scoping review aims to explore existing international studies systematically in terms of
educational approach to DD&R in Internet use. The topic generated the analysis of 54 articles. The
four research questions are answered below.

1. To explore the topics and research designs that address DD&R studies in the field of
education

The thematic analysis of the studies included in this review showed that there are four main
areas of interest in this field: privacy, informed consent, personal data protection and ownership.
This was followed by issues related to data validity and integrity. Then governance and
accountability, and finally the importance of training, awareness and education. For each theme, the
authors address in different ways the ethical challenges that were highlighted, albeit with relatively
different approaches.

In relation to the research design, due to this being a relatively emerging topic, half of the
studies selected are theoretical (#=27), and most of these adopt a framework on issues considered in
education to preserve the digital rights of citizens on Internet.

Some of these studies addressed issues related to digital rights and guarantees from different
theories, conceptual models, paradigms and approaches: the holistic information security
management approach (Bongiovanni, 2020); the problem-based approach to analysing privacy
(Brinkman, 2013); the cultural information and media literacy approach (Daskal, 2017); distributive
justice theory, liberalism and individualism, privacy theory, learning analytics, creeping surveillance,
utilitarianism, relativism, care ethics, structural justice, rational pedagogy, semiotic materialism,
discrimination theory, governance theory and connectionist learning, the balancing test, ethics of
care (Hakimi et al., 2021); Foucault's discourse theory and governmentality (Hope 2015); secular
approach to ptivacy, machine learning theory and AIDA's ethical approach to education (Jones,
2019b); risk and security paradigm (Livingstone & Third, 2017); data monitoring ecosystem (Marachi
& Quill, 2020); Taylor's data justice framework theories (Brown & Klein, 2020); Kant's notion of
goodwill (Marshall, 2014); new literacy studies approach (Pangrazio & Selwyn, 2019); personalised
learning theory (Regan & Jesse, 2019); digital sociology (Selwyn (2015), and a structural justice
approach, which possesses a socio-critical perspective (West et al., 2020).

In relation to principles, Vanacker (2011) considers that fair information practices could help
alleviate some of the broader concerns that exist in reference to the digitisation of student work;
educators must respect students' right to privacy when implementing authorship and originality
control systems and Solove's taxonomy (Brinkman, 2013); principles related to the cultural
information framework, personal activism and branded digital rights activism (Daskal, 2017);
principles of individual control, transparency, respect for context, security, access and accuracy,
selective collection and accountability (Jones, 2019a).

Similarly, the empirical studies most commonly used the questionnaire as the instrument
most used or as the only measure (n=16), followed by the interview (#=5). Two studies used the
questionnaire and interview together, one of these combining interviews with the focus group and
another in which the questionnaire is a hybrid, including both quantitative and qualitative parts.
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Similarly, only three studies were conducted with a quasi-experimental pre-post design, a fact that
shows the need for more research of this nature in this area. A similar upward trend is observed in
the period 2011-2022 in the number of publications by publication year. Specifically, 2019 showed
the highest concentration in the number of articles (n=15), followed by 2020 (»=12) and 2021 (»=0).
The slightly lower number in 2020 and 2021, as well as the absence of studies to date in 2022, is not
an indicator of the absence of manuscripts on DD&R. The data imply that studies that address the
topic exist but that this is not their main objective. For this reason, we did not include them.

2. To find out the population sectors involved in the studies and the attitudes of the
participants towards DD&R

The results of this review found eighteen research studies in higher education, ten of which
address the issue from the perspective of university students, focusing both on the security and
privacy of device use (Abraham & Chengalur-Smith, 2019; Ifenthaler & Schumacher, 2016; Jones,
2020b; Lawson et al., 2016; Walton et al., 2015; Whitelock-Wainwright et al., 2019), and digital rights
(Chen & Wen, 2019; Dennen & Burner, 2017; Gudifo et al., 2021; Kim, 2021). Four studies
approach the topic from the perspective of university student teachers, i.e. future teachers, and
address the use of technologies and their risks (Gallego-Arrufat et al., 2019; Gudmundsdottir et al.,
2020), digital identity (Okada et al., 2018) and digital rights (Marin et al., 2020). Two investigations
address the topic from educators and draw on the theme of security, privacy and protection issues in
virtual environments (Farahmand et al., 2013), as well as on copyright (Okada et al., 2019). Only one
study investigates from the perspective of student career counsellors, focusing on cybersecurity and
professional ethics in data use (Jones, 2019b). Finally, one research focuses on university employees,
focusing on the right to privacy protection in digital environments (Rajab & Eydgahi, 2019) and
emphasising the security and integrity of the information they handle.

As to target population attitude, the review finds that many students assume the risks
associated with online environments and processing of their personal data on the Internet, while
recognising that they could be more cautious about their privacy in different environments. Most
papers argue that digital literacy should take a theoretical approach, indicating the need to teach both
students and the general population to reduce these risks as much as possible and to increase these
groups’ awareness of these risks so that they comprehend their responsibility. One study also
analyses the implications of student data analytics in educational contexts for students’ privacy and
digital responsibilities from a policy perspective.

The studies developed in higher education point to the need for digital training and
education for learning/teaching in the educational context. They stress the ethical implications and
the need to guarantee a safe online educational environment, placing special emphasis on digital
education, privacy and security or cybersecurity, while recommending investment in training applied
to security for the university community in general.

As for research at other educational levels, there are two studies; both deal with security and
digital rights from the perspective of teachers, one focusing on the training of students in early
childhood and primary education for digital citizenship (Lauricella et al., 2020); and the other on the
role of schools in protecting the personal information of primary and secondary school students
(Lupton, 2021).

Focusing on the general population, there are some research studies on children and adults,
families and users of the Internet or LinkedIn. In terms of the child and adult population, only one
of the studies addresses, from the perspective of parents, teachers and students, perceptions of the
risks and benefits of using social networks, both at home and at school (Hayes et al., 2021). For
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families, one study found deals with privacy, safety and everyday use of digital technology (Kumar et
al., 2020).

Research focusing on Internet users focuses on e-privacy management and its relationship
with educational level (Maineri et al., 2021) and privacy and digital literacy (Park, 2011). Another
focuses on LinkedIn Groups, with a focus on the right to privacy protection in digital environments
(Tamjidyamcholo et al., 2014).

3. To examine the issues related to the acceptance and limitations of the implementation of
DD&R in education and its projection in teacher education

The studies included in this review report heterogeneous data on acceptance of
responsibilities for management of personal data and use of various technological platforms where
flows of personal information exchange occur. Although the studies analyse acceptance from
different perspectives, only two articles included include acceptance by incorporating an instrument
to examine the notion and relate it to use of LA and electronic authentication and these studies
focus on university students (Ifenthaler & Schumacher, 2016; Okada et al., 2019; Okada et al.,
2018). In these cases, students show some resistance to exchanging their data and interacting freely
in virtual learning environments. Other participants, in contrast, express a high degree of agreement
with acceptance to process their data, asserting that they can manage them properly. This finding
highlights a possible direct and positive relationship between digital competence (technological
training/literacy) and levels of user acceptance.

Teacher training may represent one line of measures to ensure that students are equipped
with the necessary knowledge and skills to perceive online risks, determine how to manage them
appropriately and thus be able to reduce resistance to them. Teacher training should be combined
with greater awareness and assumption of responsibility for the risks involved in the different
resources and platforms used to design and develop instructional processes. Differences have been
found in attitude, depending on the nature of the learning management system and transparency of
the purposes for which the information collected will be used. Another study indicates that students’
attitudinal change and the effectiveness of LA must be meshed with the number of information
requirements and the willingness of students to disclose too much information (Ifenthaler &
Schumacher, 2016).

In the implementation of DD&R, ethical issues were identified as doubts about established
guidelines on fair information practices and data protection in the use of anti-plagiarism tools
(Vanacker, 2011); lack of transparency of data ownership issues in e-learning and conflicts about
what is personal data versus non-personal data while using free and commercial tools (Ashman et al.,
2014); the existence of vulnerabilities in Blockchain technology on security and privacy issues for the
exercise of the right to anonymity in virtual learning environments and the strong fragility in privacy,
confidentiality and security during the treatment of privacy, confidentiality and security issues in e-
learning); existence of vulnerabilities in Blockchain technology on security and privacy issues for the
exercise of the right to anonymity in virtual learning environments and the strong fragility in privacy,
confidentiality and security during the treatment of educational data in Learning Analytics processes
and within EVAs, (Amo et al., 2020); lack of information to students by teachers when using anti-
plagiarism tools (Brinkman, 2013); the use of digital tracking data and the concomitant renegotiation
of legal, accountability and governance structures in education (Hakimi et al., 2021); the lack of
student input into learning analytics (LA) in education raises serious ethical concerns and suggests
the need for several actions, such as student engagement around what is being measured, who has
access to the data and how the data is being used (West et al., 2020). In turn, the results of this
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review show that there is a positive and strong relationship between knowledge sharing behaviour
and expectations of reduced information security risks (Tamjidyamcholo et al., 2014).

Finally, some of the main issues around digital rights in education in these studies relate to
lack of awareness and lack of effective communication and consultation with students and staff as
key stakeholders. There is also a lack of knowledge about the use of student data and in particular
about the use of student data for learning in higher education (Braunack-Mayer et al., 2020); low
involvement of young people in technology design and decisions about privacy and data protection
(Zamam, 2020); low awareness of internet rights (Daskal, 2017) as education professionals lack
knowledge on the subject (Deane et al., 2015); and the prevalence of little research related to
information security in higher education (Bongiovanni, 2020).

4. To understand the implications for the improvement of digital education

The 54 studies included in this review provide insight into a wide variety of issues related to
an approach that enhances digital education, both in online environments and in managing learning
systems. It is important to note that most of the educational implications arise from the processing
of data, whether from students, workers or the general population. This calls for the need to
improve awareness of the potential ethical issues associated with the use of big data and predictive
data analytics in the tertiary education sector and the realisation of data governance arrangements.
This includes enabling systems and organisational structures and clear policy guidance for faculty
and staff (Braunack-Mayer et al., 2020); educating the public about their rights in the digital age
(Daskal, 2018); better training for education professionals on data interpretation (Hakimi et al.,
2021); institutions should strive to educate students about the motivations driving educational data
mining practices and demonstrate how such practices align with higher education standards, values
and expectations (Jones, 2019b).

Thus, in relation to the right to privacy protection in online environments are the need to
ensure regulatory frameworks that guarantee privacy in processing of student data (Braunack-Mayer
et al., 2020; Kitto & Knight, 2019; Marshall, 2014) by pointing to the transitory nature of students’
identity throughout their educational process (Slade & Prinsloo, 2013). This goal requires greater
transparency in management, processing and storage of the students' data and involvement of
students at all times, both in information shared and in using this information (Jones, Asher et al.,
2020). Informed consent models must indicate the type of information that can be collected, while
offering students the possibility of selecting the type of information they provide to educational
institutions (Jones, 2019a; Selwyn, 2015; West et al., 2020). Research provides a wake-up call on the
dangers of managerialism and control of LA, as well as cultural patterns of surveillance and control
that may enhance inequalities among students by focusing exclusively on data (Lawson et al., 2010).
In this vein, it is necessary to establish frameworks that advocate for secure information
management in HE institutions (Bongiovanni, 2019) to establish collective awareness of the
importance of security through increased training, sensitivity and transparency (Jones, 2019b). A
relationship has also been found between data sharing behaviour, the expectation of information
security risk reduction (Ashman et al., 2014; Tamjidyamcholo et al., 2014), and perceived usefulness
(Kim, 2021). This finding evidences the need to create literate users knowledgeable of the inherent
consequences of information sharing to facilitate safe exchanges and navigation in online
environments. Studies also stress that the related concern of developing personalised learning
itineraries based on analytics and certain tools (Brinkman, 2013) may undermine the students' digital
rights. Greater transparency is needed in the process, adding the component of literacy to optimise
consequences (Ashman et al., 2014), fuller definition and stricter legislative enforcement of data
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management (Jones & Regner, 2016). The study by Amo et al. (2020) supports using Blockchain to
reduce many problems associated with security and risks in virtual learning environments.

Other research has examined this digital right from non-student perspectives. Analysing
university employees, Rajab and Eydgahi (2019) found that professionals’ motivation towards data
protection, coupled with training in digital security, contributed to a more secure processing of LA.
Analysis of faculty yields heterogeneous results on their perceptions of risk and security (Farahmand
et al., 2013), depending on their familiarity, use and security training.

All papers subscribing to the right of protection in online environments underscore the
benefits of learning management systems and big data. They also call, however, not only to
strengthen security measures and consider ethical issues in the design, planning and execution of
instructional processes as places to share knowledge and data but also the infrastructure and
management of the platforms in which they take place.

Some studies identify students' resistance to sharing information (Ifenthaler & Schumacher,
2016). Acceptance of use of their data is closely linked to their perception of its usefulness.
Acceptance will evolve if the information is used to personalise their learning process through self-
assessments, scaffolding and suggested content to foster their self-regulation. Another important
issue in the analysis of digital security and public education is the need to promote personal data
literacy, seeking efforts to interpret the data based on the context in which it is generated. Pangrazio
and Selwyn (2019) suggest that literacy should focus on development and acquisition of meta-
knowledge strategies, technical skills, and understanding of how personal data operate within
analytics; and that the complexity of literacy demands the collective attention and support of others.

Social networks and students' digital identity are another issue addressed by the right to
cybersecurity (Dennen & Burner, 2017). Walton et al. (2015) conducted an experiment to sensitise
medical students and raise their awareness of the importance of propetly managing the information
they shared on social networks (especially Facebook) and on the Internet in general. Students saw
how this information could harm their professional careers. The results obtained revealed that most
participants were aware of the risks involved in sharing information publicly, and quite a few
participants further restricted the information they shared. The practical implications are the
importance of engaging students (and the public) in the risks in online environments and the
positive effect of security literacy/training on information sharing practices.

On the right to digital education, all studies stress the importance of initiating digital literacy
processes among various stakeholders: among students (Abraham & Chengalur-Smith, 2019; Chen
& Wen, 2019; Kumar et al., 2020; Livingstone & Third, 2017), pre-service (Gallego-Arrufat et al.,
2019; Gudmundsdottir et al., 2020; Marin et al., 2021) and in-service (Gudmundsdottir et al., 2020;
Jones & VansCoy, 2019; Lauricella et al., 2020; Rennie et al., 2019) teachers, students and families
together (Hayes et al., 2021), and the general population (Daskal, 2018; Park, 2011; Maineri et al.,
2021). The goal is to develop skills to use and manage technological tools, platforms and shared
information, while teaching the risks, rights and responsibilities of which users should be aware for
effective web browsing.

Regarding the GDPR law, Zaman's study (2020) advocates involving young people in
designing instructional processes in online environments from a critical perspective. Among the
main challenges identified are viewing young people as consumers of digital products rather than as
citizens who must be literate to exercise all their rights; and designing real active participation
situations, in which young people have space and voice to choose before implementing the learning
experience. Opportunities also involve empowering students to decide about their privacy and
determine what they are willing to share, with full awareness of their purpose.

Although the analysis of the topic by geographical area was not part of the objectives of this
review, the findings obtained have shown a direct relationship between digital skills and Internet use,
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concluding that the educational gap in e-privacy management is reduced in the most digitised
countries (Maineri et al., 2021; Park, 2011). A particular emphasis is placed on digital education,
privacy and security or cybersecurity.

Limitations and Future Research

One limitation derives from using only one language and one database; greater diversity
would provide a more globalised, less institution-centred view of HE. Philosopher Hannah Arendt’s
tamous phrase about, #he right to have rights could be used in the context of studies on the rights to
equality and non-discrimination or universal accessibility obligations. Digital rights based on gender,
rural context, vulnerable area, or population at risk of exclusion should be the subject of prospective
studies, using low and lower-middle income countries as inclusion criteria.

Conclusion

This paper has documented ongoing growth in research on the topic of DD&R. Most
papers were published in 2019 or later, demonstrating growing interest and the need to increase
research efforts in this area. The most relevant studies of DD&R in education and of the
literacy/training needed to ensure compliance relate to topics of interest for all education sectors:
big data, data mining useful for personalised learning and ILA in higher education; ethical
responsibility of education professionals to preserve students’ privacy, including that of teachers,
students and staff; social media use combined with learning management systems; topics of interest
to families, students, teachers and staff at all stages of education; the promotion of digital security
competence and the development of privacy policies in education. It is important to note that
regulation and legislation around the use and abuse of personal information is extremely diverse.
Although some similarities or supra-national proposals exist, such as the European GDPR, the
North American, Asian, Australian and European contexts have little in common. Analysis of
studies on DD&R in education thus encounters dilemmas and challenges. Despite globalisation and
the worldwide digital transformation, regulations for protection of individuals in processing personal
data and for free movement of such data are published and applied only after the population has
access to applications from technology, online software, or telecommunications companies to carry
out online communications for educational purposes. In any case, the importance of empowering
and including digital education for learning in the educational context has been highlighted, stressing
the ethical implications and the need to ensure a safe online educational environment.
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Appendix
Table 1
Studies Included in the Research
Author & year Aims Participants ~ Sample Instruments DD&R Indicators
Abraham & To examine the effects of student University #n=200; Rioht to dicital
Chengalur-Smith control on effectiveness of y GE:115; Questionnaire ght to digl
. . . . students education
(2019) information security training (ISec). GC:91
To explore the importance of
Amo Filvi et al. Personal fiata protection and se?urity . Digital secgrity or
in education through the emerging  Theoretical - - cybersecurity and
(2020) . . .
promises of stakeholders interested other rights
in using Blockchain technology.
. . Protecti f
To expose the ethical and social rotection of.
Ashman et al. implications of personalising e Theoretical privacy rights in
(2014) P p g ) ) online
learning. :
environments
Right to digital
security or
. . To examine articles on security cybersecurity;
Bongiovanni . . . .
(2019) breaches experienced by higher Theoretical - - Protection of
education institution in recent years. privacy rights in
online
environments
To identify articles that describe the Protection of
Braunack-Mayer views anq perspec.tives.of staff and . pri\.facy rights in
students in the university sector on ~ Theoretical - - online
et al. (2020) .
use of student-generated data environments and
through data analytics, including LA. others.
. .y Authorship rights;
To focus specifically on plagiarism UHIOTSTIP Lghts
. . Protection of
detection services that make sivacy riohts in
Brinkman (2013) permanent archives of student work, Theoretical - - pn;i]n y g
and security and digital rights issues oniine
environments;
related to use of these tools. .
Responsibility
i f
To understand how data privacy P;o;ectlznh(i I
Brown & Klein  policies conceptualise and represent . privacy tights
. Theoretical 151 - online
(2020) data, privacy, student agency and .
institutional power environments;
P Responsibility
1) To understand college students’
reasons for smartphone use; 2) To
delineate their habitual smartphone
use and reaction to social media’s
Chen & Wen targeteq advertising; 3) To .analyse University 810 Questionnaire Right t.o digital
(2019) their privacy management in students education
response to privacy concern over
targeting advertising; 4) To identify
suitable pedagogies to improve their
privacy awareness and management.
Daskal (2018) To deferfnine the stra.tegies thét~ Theoretical - . Right to digital
organisations advocating for digital education
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Author & year

Aims

Participants

Sample

Instruments

DD&R Indicators

rights employ to involve the public in

their cause.

Deane et al.
(2015)

To address development of an e-
supervision application to overcome
these limitations and to examine
issues inherent in such development.

Theoretical -

Right to digital
security or
cybersecurity

Dennen &
Burner
Quemador (2017)

To examine university students’
attitudes toward Facebook use,

focusing specifically on how they feel

about using a social network that
encourages performance of personal
and social identity to support
learning and interaction among
classmates and instructors.

Uni .
niversity 406
students

Questionnaires

Digital identity
rights; Right to
digital security or
cybersecurity

Farahmand et al.
(2013)

To examine how educators perceive
risks and uncertainties in virtual

worlds; to investigate how educators’

level of use of virtual worlds
influences their risk perception level.

Educators 77

Questionnaire

Protection of
privacy rights in
online
environments

Gallego-Arrufat
et al. (2019)

1) To identify preservice teachers’
level of digital competence in safety;
2) To describe the competence
profile of preservice teachers in
different areas of safety (interaction
through technologies, sharing of
digital information and contents,
protection of personal data,
protection of health, netiquette,
digital identity and cyberbullying on
social networks and Internet); 3) To
explore differences by sex, gender
and age at which one begins using
social networks in each of the
different areas in order to determine
training needs to improve preservice
teachers’ digital competence in
safety; 4) To provide pedagogical
activities in safety appropriate to
preservice teachers’ strengths and
weaknesses.

Pre-service
317
teachers

Questionnaire

Right to digital
security or
cybersecurity;
Right to digital
education

Gudifio Paredes
et al. (2021)

To understand the extent to which
remote proctored exams impacted
online graduate students’ learning
process and academic integrity
(ethics), as well as the technological
factor involved.

Uni .
niversity 106
students

Questionnaire;
interviews

Right to digital
security or
cybersecurity;
Responsibility
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To explore how learners' perceptions
Gudmundsdortir of "trust inﬂuenc'e their perceptiogs of Pre_service ' ‘ Right to digital
a virtual human's persona and their 1244 Questionnaire  education;
et al. (2020) . teachers g
learning outcomes across three Responsibility
different voice conditions.
loy 1 h
To employ and evaluate met (?ds on Right to digital
learning analytics by approaching the .
. secutity or
problem from two perspectives: (1) .
. cybersecurity;
Gursoy et al. data are anonymised and then shared . .
. . . Theoretical - - Protection of
(20106) with a learning analytics expert, and . . .
. . . privacy rights in
(2) the learning analytics expert is online
given a privacy-preserving interface .
environments
that governs her access to the data.
Identify and analyse all relevant
conceptual and empirical work in the
field, with a view to identifying the
Hakimi et al. key éthi?al issues and their social Theoretical - i Responsibility
(2021) implications, any responses to such
ethical issues (including guidance and
frameworks), and areas for further
research and policy development.
13
To explore parents’, teachers’ and Parents parents,
Hayes et al. children’s perceptions of the risks teacher; and 14 Interviews Right to digital
(2021) and benefits of SNS use and how teachers education
. . students
adults mediate this use. and 15
students
To explore how e-safety policy
documents serve to constrain the Right to digital
Hope (2015) conceptual environment by seeking ~ Theoretical - - security or
to determine and limit individuals' cybersecurity
thoughts on this matter.
. . P i f
Ifenthaler & To examine student perceptions of L o tecno.n o
. L . University . . privacy rights in
Schumacher privacy principles related to learning 330 Questionnaires .
; students online
(20106) analytics. .
environments
To provide a conceptual model that
demonstrates how learning analytics .
S . . . Protection of
highlights existing privacy issues and divacy riohts in
Jones (2019a) presents new ones related to Theoretical - - privacy tlg
Ve online
students' inability to control how .
o . . environments
institutions use data and information
about them.
To provide a platform for advisors to
Jones (2019b) speak about their experiefl;es and Professional . Right. to digital
2020 concerns related to eAdvising tools  student 14 Interviews security or
with informational and analytic advisors cybersecurity

affordances
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To explore student perceptions of Protection of
Jones, Asher et the captur'e and use Of demogr%phic University 120 Interviews pri\.facy rights in
al. (2020) data, physical and online behavior students online
trails, and other non-academic data. environments
. Protecti f
To describe and analyse the MOOC i;:§7lznhis i
Jones & Regner  phenomenon and the privacy laws . privacy fig
. . Theoretical - - online
(20106) and policies that guide and regulate .
. S environments and
current educational institutions.
others
To understand when it is justifiable Protection of
Jones, Rubel et al. to co.llect, analyse, and use student Theoretical - i pri\.facy rights in
(2020) data in the context of higher online
education. environments
. . . Protecti f
To disclose how instructors discuss rotection of
Jones & VansCoy . . . . privacy rights in
student data and information privacy Theoretical - - .
(2019) . . . online
in their curricula. .
environments
To determine whether the security Protection of
Kim (2021) fmd privzu:;.7 concerns are the main University 206 Questionnaire pri\.facy rights in
issues restricting student students online
participation. environments
. Protection of
To draw attention to some divacy riohts in
Kitto & Knight  assumptions that underlie previous Theoretical pn;i]n yHg
(2019) work in ethics for LA, framed as corenen onine
. environments;
three tensions. .
Responsibility
To analyse children's pe.rspectives on Right to digital
password management in three .
. . . education;
contexts: family, friendship and .
Kumar et al. . - . Protection of
education; and to develop a new Families 70 Interviews . . .
(2020) . . privacy rights in
approach to privacy education based .
. , . . online
on Nissenbaum's contextual integrity .
environments
framework.
Tq docur.nent. hqw tea.ching of digital Pre-school
. citizenship skills in primary school . . .
Lauricella et al. . . and primary . . Right to digital
(2020) varies according to factors such as school 1208 Questionnaire cducation
. u
student demographics and amount of teachers
educator experience.
To expose the ethical dilemmas of
using a participation system at Mor Protection of
Lawson et al. CQUniversity (Australia) called Early University th;)ne privacy rights in
(20106) Alert Student Indicators (EASI) that  students 30.000 online
calculates students’ estimated ’ environments
success.
To learn about digital rights and . .
Livingstone & behaviours of children and young . Right to gnlversal
Theoretical - - access; Right to

Third (2017)

people in virtual environments from
a theoretical perspective.

digital education
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To understand ways in which digital
Lupton (2021) technologies are used for pedagogical Teachers 5 Interviews Responsibility
putrposes.
To provide an overview of the
Lupton & different forms of datafication and Right to digital
opro dataveillance of children in the . security or
Williamson . Theoretical - - .
(2017) countries of the Global North by cybersecurity;
presenting theoretical perspectives Responsibility
on the broader implications.
To investigate whether and why
L education affects e-privacy . _,
Mainer et al. management, and whether education Internet 21,177 Questionnaire Right o digital
(2021) . , users education
gaps vary according to a country's
degree of digitisation.
To analyse development of Canvas
LMS, according to 1) “frictionless” .

. . Protection of
data transitions that bridge K12, rivacy riohts in
higher education and workforce data, g nljne} &

Marachi & Quill  2) integration of third-party . .
Lo, ) . Theoretical - - environments;
(2020) applications and interoperability or . .

. Right to digital

data-sharing across platforms, 3) .
. . o secutity or
privacy and security vulnerabilities .
o . cybersecurity
and 4) predictive analytics and
dataveillance.
To address a gap in the literature on
presetvice teachers' perceptions and . ..
Marin et al. beliefs about data privacy regulations Pre-service Mixed Right t.o digital
.. L. 148 . education; GDPR
(2020) and policies when considering use of teachers instruments
. . . right.
social media for educational
putposes.
Protection of
- rivacy rights in
To explore the ethical issues around . pa
Marshall (2014) ase of MOOCs in education. Theoretical - - onh.ne
environments;
Responsibility
To understand teachers' views on use . . Dlgltal 1dent1t}.7
. Questionnaire  rights; Protection
Okada, Noguera of e-authentication tools and how Teacher 108 ) o focus  of privacy rieht
etal. (2019) they impact confidence in e- cachers pre-post; focus Ot privacy Hights
group in online
assessment. .
environments
To shed light on this area by
examining the attitudes and
Okada, experiences of 3.28 §tudents who o . . Digital identity
. used an authentication system known University Questionnaire
Whitelock et al. as adaptive trust-based e-assessment students 328 re-post) tights;
ust- - u -
(2019) 2018 piv (pre-p Responsibility

system for learning (TeSLA).
Evidence from mixed-method
analysis suggests broadly positive
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Author & year Aims Participants ~ Sample Instruments DD&R Indicators
acceptance of these e-authentication
technologies by distance education
students.
Panerazio & To outline a range of salient socio- Right to digital
Sel & n (2019) technical understandings of personal Theoretical - - security or
vy data generation and processing. cybersecurity
To examine the impact of three
dimensions of digital literacy on
privacy-related online behaviours: (a) Adult Protection of
u
familiarity with technical f ivacy rights i
Park (2013) t;:l}nirelgle\?t(b)ti;or\iﬁ d;zpsgts © Internet 419 Questionnaire 52;;2? nghts 1n
common institutional practices and users environments
(c) understanding of current privacy
policy.
To assess the explanatory power of
Rajab & Eydgahi theoreFical framewor% on h.igher University . . Right. to digital
(2019) education employees’ intention to staff 200 Questionnaire  security or
comply with information security cybersecurity
policies in higher education.
. . Protection of
Regan & Jesse To examine the effects of Big Data :i(x)f:((::r finhis i
& in K12 education, considering the Theoretical - - privacy tig
(2019) s . online
vulnerability of student privacy. .
environments
To identify the most frequently used
Rennie et al applications in 148 Australian Search Right to digital
(2% | 9)6 et primary schools and classify them by Theoretical =~ 37 processes; education;
their stated treatment of identifiable Interviews Responsibility
information.
T.o.exarnine the irnp.o.rtan.ce that Right o universal
digital data are acquiring in .
education, considering the risks that access; Protection
Selwin (2015) . 08 Theoretical - - of privacy rights
purist implementation may have on in online
learning, inequalities in access, .
. . environments
privacy, data surveillance, etc.
To provide a socio-critical Protection of
perspective on LA use, considering . privacy rights in
Slade et al. (2013 S . Theoretical - - .
ade ctal. (2013) ethical issues that should be included coretica online
to preserve students’ safety. environments
To deepen understanding of how to
influence an individual's tendency to Right to digital
engage in knowledge sharing security or
. behaviour in virtual information . . . cybersecurity;
Tamjidyamchol . . ... Linkedl . !
eta;T]I(Z}OalIZ)C o security communities and to identify grlf)lule)s " 142 glrfs;f;; M€ Protection of

the quantitative relationship between
knowledge sharing and the
expectation of security risk
reduction.

privacy rights in
online
environments
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To identify ethical issues associated S .
ith university instructors’ use of Digital identity
Vanacker (2011) W HE yn Theoretical - - rights; Copyright;
plagiarism detection software (PDS), S
. iy Responsibility
specifically the Turnitin programme.
To examine the online presence of a
Canadian medical school graduating
class by scanning students' public
profiles on the social networking site Content Digital identity
Walton et al. Facebook, incorporate this University . rights; Right to
. o . 121 analysis in 2. .
(2015) information into an educational students Facebook digital security or
activity that addresses aceboo cybersecurity
professionalism and social
networking, and assess the impact of
this activity on student behaviour.
To explore the LA literature to Protection of
ine h . vacy riohts i
West et al. (2020) detertm'n‘e ow student perspectives Theoretical - i privacy rights in
are positioned as dashboards and online
visualisations are developed. environments
To develop and validate a descriptive Protection of
Whitelock- questionnaire that offers a robust, i riohts in
Wainwright et al. methodologically sound solution to  Students 210 Questionnaire E n;ifz? &
(2019) measuring student expectations of .
LA services environments
To develop the first privacy game for ijfftlfinhii .
vacy
Williams et al. (Android) Wear OS watches to Questionnaire; P . yrg
. . Students 10 . online
(2019) encourage changes in privacy Interviews .
behaviour environments;
' Responsibility
To discuss how youth-centred design
efforts risk falling into three traps of
privacy by design, related to: 1) the
different degrees of decision power
within and between child-centred
design guidelines and participatory Right to
Zaman (2020) design with young people; 2) the Theoretical - - participate;
involvement of young people in Responsibility

design as citizens versus consumers;
and 3) the conditions under which
their participation in design is
empowerment rather than mere
decoration.




